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(57) [SM] 

[HRfe^ia] gS-fe^^ l l 0B\ «2^St:bT*< 
^§«fS* s SM^n*:^S©device_IDSra3bfc U stf* 
— > 3 > 'J * h fcfftfc U f&S bfc 'J #$r-S' a > U ^ 
h*s fill 2 0£^bT, ^-^fifc&g®^ 

1130 tsKft-r*. ^-^Sft^sfs^a 130a, § 

deviceJDi:.. CDT (connected device_ID table) tf>C 
l&ttbT^adeviceJDfc&tM&U CDT+fc, 'J#^- 
->3>'J> hCBB^tiT^SdeviceJD^grrsdevic 
eJDtf^SLfci:^ -e©device_ID£> 1394^^1 1 
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Ltis < ^mmtm^titzm 1 ©m mwmgiwom 

mmmw.<D *> mmm 1 (Dmrnmrnrnmu^m 
^^1-stsfgwgEBo 

[it *a 2 ] mmwm^m c «t t) m^nfciuiB >; * 
twit -rsw *a i KgB«©ffiffiuoa 

ftj&zntzmmzmn-rz, c t *wak-raiii*ai 2 c 
[»*@4] ^©fiHwaais&a©-?*, mmK&m 

bT# < ^^«fg* s SM^nfe^ 1 ®tiH8ffi9&S<D|l 

«is«!La^s© 3 mm 1 ©wwc^wa*©* 

2 <Dmmmmtmzffl&-$-z>m.@ix : T- y yt *«■*. % z. 

lt£ < ^mm^m^ntzm 1 ©«*g*8yi^B©fi 
laffif^ja^y * ^T-^fiE^fifcmriB u h matt© 

tUfMSSEB©? iiiBSg 1 amWBHSW&WD* 

2 ©fis«araa6«ic«tt-r *»«^T- y yt &#-r a 3 
wmmzweLTte < ^m^ifim^ntzmmmm 

£ HutBfSgSU*^- J: x HulBIBIS^fSfc J; »3 a Bit £ titz buIB 
[8*#E 8 ] buIB 'J * hC fcts bUIB U 7 V Sffr* b fe 

§s«©»& *. e» nt # »k 



^ tfB* a z t £#0h-r astsfcii 6 (ciBttott imis 

£8.- 

— r;i/*fc#SEbfc»^ fJtB^SUS^- :7>4>© N 
CfiS* 5 i h S 6 £flBtt©ffi9Bftia 

ftb©ts«ara^B©a wmmu^m^ «t o tuta^ 5 

H;^ HutBBt-tfb^-^^fcJimllBWb^-^^^l- 
Sfc»©«ftftea6b!B:v>CJ:*«f«J:-*-4lll*a9C 

f3«6©tiP&a!UI£!«. 

SC i t) 5 ^*sftSD^*lfcBtII3i^iJ#^^^tftti 

BiiS'j#^ i -^;i'*^ «riBflb©«HB«ra!aiiit:ea-r 

*<®mt -tifSt *S 9 (3l3«6©tf ffi4M&B. 

t £#$5 t-rs 6 tfB«©«$a^asBo 

[ffif&H 1 3 ] BfSE©e»ttft^bTS8R*nTl^S 

SuI3fte©«fB«lS^B©l®g'J#^^»J#^^-^;i/a 
bTlBlt-r-SlBS^^ y 

utDmrn^mzztitz h ^mi-^m^^^y 

huIBSM^t 1 v ^T'SW^nfcSufB U ^ h tlB^tlt ^ 
ZwffiffiBm^h, HufBIBft^T 1 v yT-lBIS^nfeflfflB 
W!l»^-^;i/*©MB3«»J»^fc *Jt«r Slt«U 

bTf3i«-r-SI3fS^^ >y 

iW»at«SbT*< ^£«fg#SM£ftfc$IB©a^'J 

S huIBm^'JS^ ^ BufBIBi*^^- y yT-IBIS^nfeHUBB 
^SiJ#^-^;u^©suI3igS'JS^i; ^itmt 




y r/£ & #f 5 3 > K i — * ^"o ^ 5 A ftfttt-T 3 £ 
[Mf&g 15] £ 1 ©titfM!««755S?i 3 OffifBl 

mmmiz «t d &j£$nstff ajaas/;*? 1 ak&^t, 
iBttac ox* < ^tt»fg* s SM^nfcmit3^ 3 ©m m 

«WB»2©««0SStBtiU 

m?&m.<Dmm^*mim*57—7)it btiBtt-f sib 
* «naw3u»* t s mmmm^mz. <£ 5 saws n& wia 

IJiatt«*SK:J:41tl(BB»t:»JtfebT, mJiBfI3©t* 
[flft&fl 16] £ 1 ©flHR4tiI$tB7*£« 3 CDfflHffi 

s^atr j; t) wrtsnaflWHjflas/*? 1 ac*u sank 

mJiBfg 1 ©«fS5ra^S{i> 

ut* < ^mmt % mM£titzntmm 3 ©t»fg 

JlSEBWMW'JS^feKB'JS^^-^l/i: bTiBtrt 513 

nrmm 1 ©M^asaomiiBatt^T 1 * £ 5 &k 
HtifBSfi^x- v re i t) afasn&atiK u ;* b c^sn 

X V^fjiBfSU3'J#^£:> BufBIBt*^^- >y «fc D 

nfemiBi^iJS^7 i -^;i'4'©tuf3^sij#^i: *Jt^-r 

ttII3Jt^^>v^iSht^*t^bT, Mi3fg3 

©tt fajoa^a^Bt^bT 1 -^ *esi-r seau^ * 
im&m 17] mi <Dmmmmw7bmm 3 ©msg® 

mam 1 <Dmm>m%im&, 



«rHm 1-205305 

2 ©m^ssstffi#t-r stiw^T 1 * ?t &m*.* 

Hui3S«^^ y T'lrJ; t) gfl^nfcmJiB I) * b 

BuiBtb^7 L ^> r e<tSJt«ig^l3^bTs 1313^3 
©tf fBiQa^BtBt^fbT 1 -^ Seiit-^Eji^T 1 v 7* 
h ft *-T 5 =1 > K a. 7D ^5 A SSHHst - i - k ^ 

CO 0 O 1] 

^PlESet:J;S7 : -^©^lE3t:-^^±-rs^^ 
[0 0 0 2] 

^*tr©«^^H^> «AKIEEE1394>»^ (tlT, #t 

5^^5 i A*s^|^$tLTl^5. 
[0 0 0 3] EI 9 tts *©J:'5aflMIWBl'>^7 l A©1* 

tit ««©*«Tf*ia*ns±(W9ft3aE«*^-r*© 

£T&o Z<Dm£.ft^~C&* 1394^^1 l&^-bTDVD 
(Digital Video Disk) 7V— V Is ^1-V^-;i/3 >tr 

[0 0 0 4] ElOlt ^©F , g©DVD7 , l^— ^ Is 

tt, 1394-f>^7i-^ (I/F) 26£^bTs 1394 
^n*^ 1 1 tCgggESftTl^So CPU 2 1I± N ROM 2 2t|3fS 

*n"rv^*^D^7ixt(itoT*B©j8aiftSifTU ra 

M2 3(i v CPU 2 1 ifi&U<D®m&$&T-r&±.£.i5^X& 
4i±, ^-f 'J^E-bny bD— 7*tft 




DVD (f^*^) £SB»U ^CfciB^ftTU^- 
■f?%U£.-f2>£. : o t&^txT^So EEPROH (electrical 
ly erasable programmable ROM) 2 7 lis SB©*$W" 

7 & « lair a 4 ««* ta«-r a «t s t & 3 n 

[0 0 0 5] 316*515^ 3 t± N CPU 3 173>5|*I 
— *• 1 t*ttftCPU2 1 73»Mrt»;ra 2 8 £GHR©tlgg 

[0 0 0 6] ;t-yt;i/3>t:i-^2it i394-f>£ 

7i-^4 9£*rbT1394;i;X 1 ltgE^flT^So 
CPU 4 ltt, R0M4 2£fBtt£ftT^£:7'P£' , 7A{3ti£-=> 

•r&ii^iQia^iifl-rao ram 4 3i3 i± N cpu 4 i##a 

fctftHtteEttSfta. AHJA'f>*7x-74 4 {is 
*»e>A*;Sfft&<I^*CPU4 ica*-rsj;"5t:)a:*n 
5^** (HDD) 4 7*«S8R*ilT*D^ CPU 4 Hi, ^ 

{i£fes USfrtf-M s&S&DWBfcf* 
iDtS^^tft-tSiot&^nWS. EEPR0M5 OC 

i-SMft^ftTUSo $13. lis PCI (Peripheral Compone 
ntlnterconnectK D^*;wtX&iflc:J: DfltJ&SftS 

[0007] £©«»;*;* 5 i {is i— yc*rb 

■CjffittS'ttT* t) s tf tts &3S#- K4 8 KWj£© 

h" £jS:Sjg$E bfc D s m^© V 7 r- <> i T^D 4f 5 

Aftf&fSi/t> CPU4 lc-f >;* >-;i/tick7?x w 

[0 0 0 8] ^tltMbTs DVDT'L/— ^l-^^^ 
^7^I3&Jf©n>^a-Til/^ boz^^ (C 

E) «EBfc;fe^Tttx rtfflW* 2 8-*>rt8&*;* 3 8 {is 

[0 0 0 9] ^©^©S'^Ail^Ts 09A«s 
tf#s DVD{riB^^tlTV>5^H*s ^E-*5*fc 
(±7- V K i? 3 6 <?©awSEB*fflV^TMM-* 

%-^s DVD^l^-^ His DVD (fV**) ifibWifrti 
tz.vm ; r—$-&. 1394^*1 lft*rbT&jj**Bfcffi8 

bs &ct$eb& JEtiftfiSbra^-r*. 

[0 0 10] hCLST-s 3.©i:ts ftfeifflT 1 -**-?©* 



^58^11-205305 

*©ttJBT?1394vt* 1 1 £^bT£j£-f 5ts ^lEfca- 
ftSiBftV-X (source) t$Ft%) ttfn&r&f:-* 

wubbrgasu sfs#i©^« («t, ^.©.to* 
9tB&3/>* (sink) t#f a) «is *n*m*m^T 
aprrs.fc'Sc-rs. ^©^s 3*«{Sfl©ss{is «*© 

SEB#iEa©«EBTfife«*»S*»ft J l a JW"f Sfefet, t 1 - 
^^fEji-raSuts *©SBkffllB"eBE«ra**ff1" 

& o 

[0 0 11] fisTC, V-^fc^>^fc©ra"Cff43Jx4 

WM®mi-o^xmm-rz> e ^©BBEfflatts 01 it 

^tioC> V-7tL/TO> 0i*.ttDVD:7l/— *1©R 
0M2 2{3^i£.fBt!t£ftTV , >£V:7 b^xTT'n^A© 

^{iy^— V^-;U3>bTi— ^ 2 ©ROM 4 2CiBtt^n 
T*5tls CPU4 1 ififlm-tZ V7 VV^T^nP^AV 
loJ:UTO7^-b>^v^t 6 2 iiofflfci&tvc 

[ 0 0 1 2 ] m 1 2 (is V — ^ (DVDr/V— 1 ) £s 
5/>* (^-V^3l/Ka-^2) ^©Ifflfc^Tfi 1 
feft-SiKEC^JIi&jFbTUSo DVD7"l/— \» 1 ©EEPRO 
M2 7Ctt> -y-— tf^^r— (service_key) i:BI* (has 

h) ^aiawstiTv^s. i*i6ttv^m*fias"i"S 

t=— * (B^ISt 1 -^) ©SfNt***^ £©DVD:7l/- 
tlffla- tF{C^££>ft&&©T'&?)s g-J--+f(is EE 
PROM 2 7 ts £ftftfH*FHK:«SbT:i3< t>©T'&3o 

[0013] it-tr^^-{is »ff«#*«awrsflMR 

«C-**.&ftS *>©"£*?>* £©1394^* 1 
tlS^ysy'AC^V^Ts ft®©*>©T-feao hashWIK 
{is ffi*S©A^{3WbTs 6 4 tTv h*fcttl 2 8 tr 
h^if©a*ft©^-^fetii^t-?)IIIST-$>t)s y 

(=hash (x) ) 5#^.e>nfch§s xSrJRtoSdiiis 
BliT-fet)s ^ hash (xl) =hash (x2) f&Z> 
xlts x2©ffi^^fea^h*Slii:^aHIS-efe 

l#|p!hash|!l$©tt*lHj&&©i:bTs MD5-^SHA 
ttif*«»I6iiTV>5. d© l*fahashraRCov^tt*. 
Bruce Schneier^© TApplied Cryptography (Second Ed 
ition),Wileyj {3pb<^l5i^lxTl>5, 

[0 0 14] — #s ^>^hbT©0!l^{i^-V^-;U3 

>ti-^2{is «f^t#*»e>#it6nfcx e«-g#{3 

mmomm^ (device.ID : WTs Mfi, IDtBSI3"t" 
■5) (license.key) <&s EEPR0M 5 0 

y h©IDhmhT^/ h©-y-— tT^^r-S:aJiSbTfffcn + 
mhT^h©^— £ (ID || service_key) t^fbts has 
hH$t£jIfflbT#e>ft5{lT-&.5o -T55:t)*)s 
>^^r— li&5$T*St£ft5<, licence_key=hash(ID || s 
ervice_key) 

[0 0 15] IDiibTlis fi?Sx.{il394y^ 1 1 ©£M&fc 




^A&£ftTV>3node_unique_ID&ffll>3 d tifitg £. 
d ©node_unique_IDJ£, 012 IZmt «£ 5 8 ;W h 
(64bTs»b) T'fl£$£tU **0©3'W hit, IEEET- 

•feODT'feSo ft*— A— B\ miiT(ft5^-f b£*fb 
T^UTM:* 1^13 lfll©S^t:f!lt)^T5«ta{; 
U 5>Vf h#fc£S$flM!L&»&fctt, ±(43/Vf h 

# £ £ £&J©#^ fc&^TV* 5node_uni que_I D©tt-5- £ 
SW\ fit, -t©T(fc5;V bC-ol^T l&C Iff© 
#^§£§!lt> =iT3 <fc-5fcl"f 3o t^-p"Cs Z.©node_uniqu 
e_IDB\ *>©£*: 

[0 0 16] £1\ ^t^T'S 1 t&V^ DVD7"V- 
-V l©77-A^aiT2 Ott, 1394-f 7 * 2 6 
ftftWSU 1394M^1 l^bt^-Vt;i/3>ta- 

* 2K**bTID&S# , rS. >tTi-^ 2 

T, d©ID©g#£g«-r3o -f&fr^ 1394^ 7 
i— 74 9lt 1394^ 1 l£/|-bTDVD:ri/— \*1#> 
£tei££ftT£fcIDg#©«^£g{rrSi:> ;rn£CP 
U4 ltttS^-TSo CPU 4 l©^-fe>;*v*— 6 2 
fc£„ d©IDS*^^fj-fchtx ^fK^S 3fc:fc^TEE 
PROM 5 0£BBtt£ftT^SID£fB<frmU ^^51394^ 
>^7i- ^4 9£^bT1394M;* 1 1 4»5>DVD:/l/- 

i te^-r*. 

[0 0 1 7] DVOri/— V 1 K^TBU ^ff7S4 
T\ 1394-f >^7i-^2 6^^-v^-;i/=i>t:3.-^ 
2^6e^^nfcID4S(t5lSi:> -I©IDttCPU2 IT 
■W£b - tV>57 7— A<y^T2 0 ft So 

[0 0 18] 7?—ktJ*-71 Ofck ^f!)7S 5t*43 
^— V^-;un>tf jl-^ 2A : "£>l£&£§ttfcID 

eeproh2 7{;:sem£ftTv->£-9--tr;**--£**gb 

"C N SM&7 1 — £ (ID [| service_key) ££J5£U CI© 
lk=hash (ID || service_key) 

[0019] ^yyseiz^x, yy-AO 

*72 0f±, Bg^Hsk&^M-r-So C©B^ftskfcJu -fe 

a.—* 2©*ft*ftfc:fe^TW»S:*IJB3tl*. 
[0 0 2 0] «C» Xt^^S HZ^Ts 77-A£ 
x7 2 0ii, ^^^^S5T*^bfe@lk*Sli:b-Cffl 

*n iKS*****. &:fb\ Enc (A, B) i± N ttan 

e =Enc (lk, sk) 
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[0 0 2 1] T.tvT'S 8T\ 77—2±0*.72 

0 fcfc, * t- v 7 S 7 T'£fi£ b feBi^fb^- ^ e V 

7 s — # e tt^ DVD7*V— ^ 1 ©1394-f V i-X 2 6 
yt>>e>1394M* 1 1 ^lt;t-Vt;i/3>ta- ; 5'2}: 
fS&£ft£o Vt;i/3>t:a-^ 2t*jl->T^ * 
T^'VT'SgTN C©Bgf^-fb^-^eS1394-r y^7i- 
X4 9£^bT§frrS. 7^tV^7*-y+6 2 
tt N 3 © J: -5 £ bT SfS b fcBf^b^-^ e &EEPR0M 5 

Dec (A, B) B\ ftSMMF^SfCHA 

sk 5 =Dec (license_key, e) 

[0 0 2 2] 3fci3 N d©ttjl||Hg^^l3*5(tSBt^'fb 
©T;u=f'JX.ki:bT«\ DES (Data Encryption St 
andard:#B7*-*IWb*!l&) * s *n5>ftTl>3o fta 
^^b^tCO^-t^u iilt Applied Cryptogr 
aphy(Second Edition) tfpb<mtt*ntv^. 

[0 0 2 3] DVD :7V — V 1 K*5V^T^ Xf i»7S5t 
^■T5^-lk(±, ;<-Vt*3>Ki-* 2©EEPR0H 

5 0Hi3H;*ftTl^ (license_key) b.m— ©ffii:^ 

lk=license_key 

[0 0 2 4)^Ts yt-V7-;i/n>ti-^ 2(I*>1> 
X7 1 ^7'S 1 0T•«^bT^ffc^^-sk , DVDyi/ 
— Vlt*3V^■r^ ^y^setfiabfcWHHbkkffl 
— ©«k3&5, ■r'&:t>*,^ *^;* J fiS,S:-r5o 
sk' = s k 

[0 0 2 5] 3©<to^ DVD71/-tl (V-X) 
^-Vt;W>ta-^2 ($/>40 ©]l*t^5V^ 
T N Is]— ©Slsk, sk'SrJt*-r&ii:* s -r*t5 0 
T*> i©li8kft*©**l^«tbT^6*> N $>SV> 

tt, ^nMCb^ •e^^■€'nA J ^m^^^)mb^ 
[0026] 7-f-fe>x^-tts ±^Kbfc«t^^:^ «St 
na^^T^fiK^n-rv^s©T\ ^©^s^sk^fetts 

k'*^-rSdi:i±T*§^^. £^ »f«#*6B«> 
5>n-rv>35:V^B{±s 7-f-b>X=^^-«:^b■rv^^Cl^© 
T% skfcSVMisk' iit^T?*^. 
t N ^©^DVDT'U— ¥ 1 ASBt^HskSffl^TS^T 1 - 

^ &Ht^b bt^- vt;i/3 > tr j.-^ 2 iz&m bfc® 

V7-;i/=»>tfi— ^ 2*S3SiElC^-<-b>X^r- 

Tn DVDru-^i«t»)gii$nT§fes v&Whi<tix 

V^?)B*7 :f -^ : &m■^■rS'^lA s T•§So bfrb^tf 
;t-Vt;w>ea-^ 2#igIE& i i)©'T*&Vv® 
^ Bg^Usk' ^&WbTV^3&V^©T^ e^^tlT^feBf 

^b^nT^ss^-^^a^-rsdh^T-^^^. 
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ism-ma* mjEttmmfitfimm.<Dm^m.A, sk'£ 

£j#-rsc:i:#T*£S©T\ ^SWK, BHEjWrfcft* 

[0 0 2 7] {Rt ^©^-V^ioytfi-* 2©7 
l-t^^Mtlfehb-C^ ID#l£l£JlftS 
©T\ -e©7^-tr>;*3r— fcffl^T, ffeO^B^DVDT' 

[0028] £zzt\ fire»<i>©aacj:5N ^mati 

—If* 1 , V&Wtir—* e itBf^Sisk^ffi^i: b 

=ruxA*«&ii*n"tv>a»&s ^iEi— tftts ink* 
nmit *> t? ew - «t 5 , ie Lv^ik^ft s qrfletto* 

fcSo 

[0 0 2 9] ^IE3-—mz «fc S CI <Z>a<Z>&*$, <t D H 

[0 0 3 0] $fel±|5ttlJ;:, license_key* J £, service 
Jcey£^fc!3T*fi^Srfe38£, J: •*-<&&» 

CLT*5< «t a tersest) t?t So 
[0 0 3 1] 01 4fcfc, V— * (DVD ^l/— VI) C*t 

bTv>s« 

[0 0 3 2] C©*§-£\ 1 4: bTffl^— V^-;i/3 

>t?j.-# 2©EEPR0M5 01:14, IDhLTIDl^ * 
^-Y-fe>^^r— fcbtlicense_key l*5IBtl^nT 
i/y? 2 J:bt©Aiar-f *^B3£;fc^T 
J±s EEPR0M3 7C, IDfcbTID2*s, 5-f-tr>^ 
dp— t bT 1 icense_key 2 #f Bft^nT V "» S . 

[0 0 3 3] DVD^V— V 1 (V-*) fcvl— V^VIO 
>tfa-^ 2 (^>£1) ©P^(3*5VNTfrt)tlS^^^ 
7'SllMXf'yyS2 0Oillt 012t*5ftS 
j*7=-y7*S lJbmx^yys 1 0©#UIi:5lR#jHp]}i 
©«raT*$>S©T*s ^©!5iB^{4^liiS-rSo 

[0 0 3 4] ThfcfctN ±aibfeoto^bT N DVD^l/ 

-titt, vt;w>ta- * 2t^bTSiE«ta 

^fTOo *bT&£> ^^^^S2 l£:fc^T, DVD 7* 

TSo ftfiBfa^-f **^B3£:fcVATfct> Xff^S2 
2T-1394-1' >^7i-7 3 6£tf-bT\ ^©IDgsRff^ 
tfgi^nSJ:, €ffl77-A>)i73 0 (El 8) 
.tt„ 2 3"CEEPR0M3 7 fcfBtS^fttl^S ID 

(ID 2) ^!UU cn*1394W ^7i-^3 6fr 
5> N 1394^* 1 1 £tf-bTDVD:/V— V 1 Cfi«t5. D 
VD7"b— V 1 ©7 -7—2*^^72 0l± N ^rf7*S2 4 
T% 1394-f >^7x— ^ 2 6^^bT, d©ID 2 fc^l* 



So 

lk2=hash (ID 2 || service_key) 
[0 0 3 5] 77-Ai)i720li, Xt*? 

S 2 6T-fe££35»U y^y^S 1 6T*^bfeHsk 
£\ ^y^S 2 5f£J5fcbfciilk2£fflUTR£^b 
U Bg^bbfcx-^e 2££/?TfSo e2=Enc (lk 
2, sk) 

[0 0 3 6] *bT, ^5 1 ^yS2 7T% 77— 2*0* 
7 2 0lt ClCBt^bx-* e 2&1394-1' >#7x-* 

2 6^f>1394^1 1 *^LT*SBft5 !f 'f *^B3K 
feiS1"S 0 

[0 0 3 7] 3fettftf*-f;**»B3fc:felvttt, 
7*S2 8T\ ^-fy^^i-^SeS^bTCl©^ 
Yb^-^e 2£gffU ^^^7"S2 9T% *5££?1* 
bTBt^-Slsk2' S^fig-TSo 
sk2' =Dec (license_key 2 , e 2) 

[0 0 3 8] «±©J;-5£bT> ^-V^-;i/=J>t!ji.- 
*2£}ttim^;*^B3©^n^*U;::fcUTs Bf^ 
Hskl* , sk2' #We>nfc£fcfcfc4. dft*>©fia 
{4, DVD7V-- f 1 fc*tta«6f^Bski:HI— ®Bfc*"3 
TOSo 

[0 0 3 9] 01 4 0«ra«IK:*V^Tttx DVDy-V— V 

S3t*fbT, ^n-enfflsyt3iD&s^u Ma-rsi 
^cbtv«s©T-$)SA j , iB)fga«^«tt)iD^g*'rs 

^#-ets 0 

[0 0 4 0] -f HI 5®«Wl«K:*Jl^Tttx * 

fii7S4 1t, V-XfcbT©DVD7*U — V 1 :£ 

T©^>>^ (c©0!l©i§-£\ yt-v±;i/n>t:j.-^ 2 

lljtiBSlX'f *£ttB3) tC^btlfl]$B®fiT-ID*S^ 
TSo ;^-vt;p3>Ka-* 2 2:^8^7^ ^^SEB 

3«4, ^n^tl^^^yS 4 2 f/S 4 3T\ CI 

©iDte^s*©«-^4Sftmsi:> ^en^n^^-y^s 

4 4 £ fcttXf 1 -^S4 5 T\ EEPR0M 5 0 $fci±EEPROM 

3 7tfBiS^tlTV>SIDl *fc{4ID2*M^tHU ill 

sdvdtv— ' v i tteji-rso ovd^i/— v i a, 

7"S 4 6 t^yirs 4 7T\ Ztlt><DlV&Ztl?tlg 

«t"So 

[0 0 4 1 ] DVD7"l/— V 1 t*3V>-r(4, J^t^f'J 
^S4 8T\ aaWP&lf^lkl 
lk 1 =hash (ID 1 || service_key) 

[0 0 4 2] J^^rS 4 9^C*3V^T^ ifc^ 

e>Hi^Hlk2*s^$txSo 
lk2=hash (ID 2 || service_key) 

[0 0 4 3] myu— VllC*30Tli, ^^C^v 1 ^ 

•fb^tiS. 

e 1 =Enc (lk 1 , sk) 
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[0 0 44] ££>C, ^r'^SS 2fci5tvrHU Rg^ 

So 

e 2=Enc (lk 2, sk) 

[0 0 4 5] $e>Cs ^-^^^S 5 3 t*5V>T(±, ID 
1, el, ID 2, e2#, ^tl^tl^T-^-Tio 
*§2nt\ BgMf-fb^-^etf^SftS. 
e=IDl || el || ID2 || e 2 

[0 0 4 6] DVDri/— 1 C&^THU $f.tXr'V 

e#|«#&if§T\ ^-V^WJ/Ka-^ 2 i:^^ 

-f **8eb 3 cessans. 

[0 0 4 7] V^-;i/n >tf^-^ 2 t^IMr-f J* 
^^«3t*5V^T{i^ ^n^r-y7S5 5SfeliX 
=rv?°S 5 6T\ znt><D9§^it7 i —S>etit%m£ti 
So ^LTv rt— V^-;i'=l>^i— * 2 fcftSBStT^ 
?^g3C:fc^-rBU ^tl-etV^^^^S 5 7 

Hskl' , sk2' #£fifc£ftS. 
sk 1 ' =Dec (license_key 1 , el) 
sk2' =Dec (license_key 2 , e2) 
[0 0 4 8] Ell l-o<Dis>?1fitg.WL<DD--\£Z. 
SSttSCii: («»©««©fit?R©«^) #T-£SJ;-5 

t&£nT^s:(Siir©^0!i£3ibT^So ?tzt>*>, 

z.<DWi£iK.&^X\±, 01*. «n ^>^kbtffl;<-yt 
;i/n>t:i— # 2(±, ^^©^'f-lryxdF-— (license, 
keyl, license_key2, license_key3&£) &EEPR0M 
5 OlZfBfitbTOSo V— ^hLT©DVD7'l/— \" 1 
fcfc, *©EEPR0M2 7izm&(D-V--¥Z*— (service_ke 
y 1 , service_key 2 , service_key 3 & if) £!3ti£ bT 
V^S. DVD7*U— 1 i±, ^r'VT'SS IT 

^>*i;bT©>^— V^l^^t^— * 2£*tbTID£ 

s^ni:i s dvdt*u— vi#, iti^?>te3ib«td 

dt-tf*) $:^iJ-r5service_ID$rte^-r 
s» 2 t&^TBU ^f^/S 

8 2T\ dft£S«bfe^ EEPR0M5 OtiBllSftT 
WSMO^'f * ©ft 5 *"?), ZCDserviceJD&d 

*to&-tst>©&3iRU zn*m\,^x, x^^ys9o 
x'^mm^noo *©flh©iw£tfc. 01 uztev&Wi 

[0 0 4 9] 01 7tt, £ e>fcitii(D9mm*m.LX^ 
So £©0!llC:?3^Tfci, V-^fcbTCDVDTV — * 1 
^©EEPR0M2 7^s service_key, hashM^U :&«£ 

fiMt#fre>-^e.ftfcfc©-e&!)s ««ffliK:«e*n 

EEPR0M5 0CI±, mim^^^^tltzlUs LK, L 

k\ w&G, &£vm*WMi&3LmmpmzGLx^ 

[0 0 5 0] LKfcfc, »f8i##m*Lfci=-*fcSLR 



LK'=G~-1 (R) 

R=pRNG (H) ( + ) pRNG (LK) 

H=hash (ID || service_key) 

[0051] g~-i ciz^zmzMtin-rz) 

tt, G0&R8(£lti$-f3 s G~-l(i> Br£<©«B'J* 
v>So d©<fcd#H&£:bTfci:, £M«Hfl3fflV^ft 

[0052] *fc, isfeiajR^nftttx a-^i7 

i: b T i&tt S £ o C -T S 3 i: % Uf tX & S 0 
[0 0 5 3] DVDT'l/— ^ 1®77-A')x72 Oti, 
ft&Jfc^yT'S 1 0 1K*^T> ^-vt^ai'Ki 
-^2©7-f-fe>^-^t6 2{3MbTID4SsR-r 
So ^— V^-;un>t:i— * 2©v-Y-b>^v^.— 
6 2J±, .X^yz/S 1 0 2T-IDS*fi^*S(tSlSi:s 
EEPR0M5 OCiBlt^ftT^SIDfcM^tilb, T.'r^y'S 

io3T\ cnsDVDT'i/— fricess-r*. DVD^U— 

•V 1CD77- A^iT2 0«U Xfy7'S10 4t , 3O 
IDfcStrtfcSfc* Xf-^SIO 5T-*5$&?n#-rs. 
H=hash (ID || service_key) 

[0 0 5 4] £t>\Z s 77-A^i72 0tt, T.T^V 
S 1 0 6T-$$sk££(jj<;U ^yT'S 1 0 7f*^^8l 

e=sk (+) pRNG (H) 

[0 0 5 5] A ( + ) Btt, AfcBOSMfeWWl 

w®a»s:Stift-rs. 

[0 0 5 6] Th&fr*>, JIIM7>^A^£*-pRNG£* 

^y:/s i o 5T-*»feH^A73^-sc:i:-etf e»nfctt 

HI, pRNG (H) *t^:/S 1 0 6T'£fiKbfeHsk© 
<b"f S. 

[0 0 5 7] ^r'VT'S 1 0 8Tn yy—^x. 

T2 0ti, eSr^l-V^rJVtro.-^ 2C-£i^-rSo 
[0 0 5 8] V^IO > tTi-^ 2 ^*5VNT(±x ^ 

^^t"s i o 9T-;rft£§{iU ^Tyys l l ox\ 

sk' =e (+) G (LK') (+) pRNG (LK) 
[0 0 5 9] ■ttat>%, dvd^u— f l *>?>e&;**rt 
tfee, EBPB0H5 0CIBIt**iTV^4B»OlCN ^fctD 
EEPR0M5 0tTfB«^nTV\SLK' SrSffl bTWe>nSftt 
G (LK*) N Ml:, EEPR0M5 0 tfBtScFtlTl^SLK' 
*s ^tt 5 EEPROM 5 0 tf3il^tlTV> S^SLtit^H 
jRpHHGtitfflbTfffenSlSffpENG (LK) CD&Mfeffiffltfl 

[0 0 6 0] CICITn ^t^-r<tot> sk=sk'h^ 

So 



sk' = e (+) G (LK') (+ 
=sk (+) pRNG (H) 
= sk (+) pRNG (H) 
) pRNG (LK) 
=sk 

[00 6 1] ^iotbt, k. LTCDDVDT'lx 

— Y 1 tis>t> tLX<Ds*-VJ-JV3>¥3.-f> 2J± % 
iBj-CDUsk, sk* *±t^5di:A s T-#5o LK, LK' 

*s^IE{^ LK, LK' 2: bTt>f£-5 

[0 0 6 2] Hl±lZ&^XIi±, V-^fcS'^t&^T 

D-KLTW>3C:i:#T-££o fits ^(DT^')T 

^T^'j^r— >3>g|$6 l i:7-r-fe>;<v*— 6 2 
fc©IHlc:&vvrtu ±j£bfc«fc3C> BBE«a*ff -5 J: 
3 ttS d©t§i^ 5-f-fe>;*v*— s? 

•v 6 2#V-;*i:&t>> ^T'U-Jr-S'ai'fflSe 1#^> 

[0 0 6 3] W±©<fc o K bt> ISIiEtffTfrftfe 

» («^©«*:WT*>*ifc») „ vmmzm^x, v 
dcBf^bbfe^-^^a-^-rss^cw^t 

[0 0 6 4] 01 8K:^-r«tat-s DVDr/U— V U $> 
JSS^-lftif^ftTV^V^Bt&^TB:.. 1394^* 
tt, -etT,^ni394>r>^7x-^2 6$/fettl394-f >^ 

731-^3 6T-fTt>nSo c©nt^fbfc«^bctts -t 

«>3 S i -(iEWC-tis Bt^^r- i 

fig•r5fc46©^^-i , ) (±, ^tl^n7r-A"i7iT2 
0*f;l±77-Ai?x73 0i>^ 1394^>#7x— * 
2 6Sfettl394-ri/^7 3i— >^3 6Kfltt&*n*. *9 
S/3i/*~SfcJU WffitttbTfflV^nS^fi^-Ss 

£J:!>*/S£ivt^*. d©#Mfi*-SshBISL*-Si 
tt* J^bfe^C:fcv^T£flR;Sft&**Htak (=s 
k') ©BfS©tr«y hBco±ffilff bi:T(4hr»y bt«t 

f>3>dr-S«, -tr^>3>«t: (0!l*.fc& 1 o©ftft 

^na. cnt^bT, msL*-sitz—i' 

^ftS^-ili, 10©-fe>j^>3>|*)£:fcM^T> & 
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pRNG (LK) 
(+) R (+) pRNG (LK) 
(+) pRNG (H) ( + ) pRNG (LK) ( + 



[0 0 6 5] V>S, V-^fcfr©DVD^U— • ^ 1*6 
BflkHtoLfclft*^-**^-^ 1 1 fc^bTftiSJa 

*n**it*jvNTa^i-*t»©i:"r6. ^©*§£\ dvd 

yu— VI fcfc^TH^ 1394^ 7 2 6 tii^ 

-by>3>+-Si:KF*^F— i*fflV>T«f^b«HI 
WfcnS. ^m^-f ^^SS3t:*5V^Ttts 1394-f 

[0 0 6 6] z:*ifc:*rbt\ >M— v^-;un>trjL— ^ 2 

*-S©-5t&s ^fl^-Ss^TT-'J^-^s^gqe 1 

-i^^figfSfeto©^- i' ) £l394-f y*7 3L—X 
4 9 (U>fffl») Ctttt&-r*« ^bt\ 1394-f 
x-* 4 9 H^WCs fl&SL*-Si£*-i' *>£>B#g?* 

©awsnfc?*— T^u^—>3>ge6 i 

s) !feJ8V^T«^;WTi>ft4. 
[0 0 6 7] ^cDiot, ;<-vtw>b:a-^2C 
*SV^tt> rtffB^^ 5 1 ^ a.— 1ffcJ3¥jR£ftTl>S© 
T% 1394* >^7x-^4 9fcJ:t)aiS!lB©a-t«W- 
£*rV\ *««^©tt«J:bT*J<. *bT, 7^^ 

— > 3 >gp 6 i t**v^Ts * e> tss 2 s»©are*ff 
2t*fbT> ae, *M6ftW-iPbT, ^^^5 it* 

V>Tg§^nS^-^ (¥X) ^-Hf^^4 7^> 
[0 0 6 8] 

fflv>-c> Ht^b^-^AW^nsqjtfett^fesisa^ 

[0 0 6 9] *«IBttC©«t-5ft««fc«#T&*nfc 

<gg£MbT7 r -*©{E&£f?fc>&lU-5£U 
[0 0 7 0] 



# 
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*> < « «i««M*nfc* i ©m $Baa^tt©iisijs 
^#K£nfcy* bftf&*r*f&^«^ ma^at 
«t t)f^«*n& y * b fts ft©« waassa©-* m 

[oo7i] if*iS4 tiBttcDtt^La^Si^ fiott 
t y^ mom msmm.rn.oo t>\ % i ©mwi 

fcftflt*.3£4:ftW«i:-r*. 
[0 0 7 2] if #11 5 C|3H4®SI«^f*(±, fbCDttfHA 

ftfeSS 1 ©«$B^2£S©IS$iJ#^* s f32ti;fc U * b ft 

* b ft^ ftk©tt$as!is^«©-5 n i ommmmm 
2 ©tt t&wm%LW:cm.m? saft^f * * 

[0073] it *js6 ^mmommmmmmit. mom 

tifeti^[LS^s©iiS'j#^* s iB^nfe u * b ftgfi-f 

S SlIfNai^ SfS^afc <t t> U X b CIB* 

^fcJ^ttaWSCWJSLT* Bf^fti^-^ftft©* 

*&M£«£f3&-r ais&^ai: *«»*. * 

[0074] is^ii 1 3 izmmommmm^mt, mo 
mnmmm.momm^mm^'T—^^h ltibw 

ss^nfet»$Mrase©»'JS^* s iB^nfe y * b ft 
n& wwrey - ^^©kbus^ ft Jtut-i- a J±&* 
7- h ftaia. 2 i t ftifm k f a . 

[0 0 7 5] if 1 4 KIBIB©&0HKttl^ «!©«« 
fflS!«B©«BiJ#^*WJ#^-:7>fc bTiBtrra 

^nfc«f&5!ia«s©^y#^* 5 iB^nfc y * b ftg« 
{t?-*? zmomwmgimizBm-? aig&*^ y?t 



[0076] m$mi s\ztEM<Dmmmt' 
$ i Mnmsmsmifis susac bt* < ^gmm&m 
mtsntzm 3 ommsmmmomm^ynhtz vzy 
itttm-r&wm^stiis A^^at^t) flinty* 
b ft* 2 <Dmntm.^m^mm-r nm^mt ftfltiu 
m 2 om msm$mi*, n^^xmm-^nx^^m 
3 ommnm^momm^mm^T—^t bt 
mmtzmm^mt, m i ommammwomm^miz 

=t !) £ *i£ <J * b ft 5Wi* 4 Sfi^a 4: > Sffl^ a 
tJ:t)Sft*n&U^ btw*nTV^aWi!J»^4:, IB 

[0077] if *ib 1 6 iztm<Dmmmxm&. m i 
©tsia«!rassA j s ®%nizisX&<'<gmm.ifimM$ 

tltzm 3 CDWRAI^B©tt8iJ#9ft9 bfe y * b 

b 2 ©tt^Ms^stJi^-r zmmzr * yt *ti 
^ m2(Dmmummsifi, nx-zft^xmrnztix^ 
z>m 3 ©flwafflaisacawjs^ftws'W^-^-n/i: 
bTiBtirr atBts^^ ^ i ©tt$Mia^«©si 
*:7fc:i3vvtKtt*ftfc y ^ b £§{8T.s§«* 
x >y sm^t 1 y yx-gmzntz y ^ b t^^nt 

-^^©asus^fciJttt-rstfcHi^^y^ j±*e 

X^^yt4b*tj-aJt^«S*^MJ^bT> ^3©t»^^!LS 

[0078] mum 1 7 £i3*©jg{ftg£i*i;ts wmniz 
b-c* < ^^t»f8* s sM^tife® 3 <m mmmmsom 
sijs^ * * u & y ^ b * f^ja-r *fp jsu ^ 

>y ^?ffr££ftfc y ^ b ft* 2 ©WWadiSEBCtl 

w-rastt^^^ytftwra^ ^i©m«a^s{c 

W^ns^^ta-^yn^AJ:, vi^ft^bTS 

^^nxv^a^ 3 ©tt m®m$kW(Dmm*5*mm*5 
T-^t^xmm-rztzmzTyyt, miommm 

Igtcffiffi^f'y ^*5^-catt^tife y * b ftSfS 
-rssfS^T-^rfc, sm^^^T'T-sfg^nfey^ b 

lz^£tix^2>mm*ih:^ IBtt^^ y 7*T"f3tS^tifc 

ubijs^^ - yjvtpomm^ t ft Jt«-r a ^ >^ 

©w^sas^BtHt^b^-^ fteiit-ae^^^ y y 
i:ft*-r?>s »2©tiWBjoa«Bfcfflv^e.ns=i>t:i 

[0 0 7 9] m&m 1 fciBISCtffWISBs 4 
£f3®©m*8*!Ul73&> *J:iffit*S5K:lB«©att« 




lt*> < *i*m m s m^ntzm 1 ©tt 4Rjaai£ff©tt 

SiJ#^A s S3£ti&U;* btftf^fts f&«£iifcy* b 

#s ^©tiP&aM&B©?^ % i eDimximmw&jti- 
am 2 ©miaMgetistt^tis . 
[0080] eras* 6 tiBSotsis^aLa^Hs is $h i 
3 (ciBtta>tiH8^i^r& 4taa«o«i 

ttJBHtC^THu ffe©tf$RM3SB©i8iS'J#^A s i&S'J 
S^-^l/tbTflBttSfU HH*faK:«flPUT*S<'< 

fts JttMSJRCttf&bT* B^b^-^^ffeOtf^Bia 
[0 0 8 1] M^S 1 5 CIB«®fll««WlS'^r' As if 

*m 1 6 izmm<Dmmm^m, * *h i 7 cb 

«HjsacuT*j<^sfiWR#«s*nfc*3©m* 

* b 2 ©ttisMa^stJiw^ns m 2 ©m 
waasnc^TN ;rcft^bTSsR;3ftTv , *sj6 3 

©t«fg$!Lass©»J#^* s iiS | J#^-^i't bti3 

[0 0 8 2] 

itafi©»!Bt©« , jtSBi»*M6*>fr5fc«»t, a^a 
©fft©gartc. ^-rs^ss©^ aab-^ij) *ft 

ADbT#&Bj3©^fti3i£-f3i;s *ffliotft5. ffi 

b^iii©ia«tt. #^«ftiB«b& <&©£»*■*-*;: 

[0083] it *ii 1 £iBtt©tt$uaaisa& flh©« 

mzntzrn 1 ©fl»Bioa!««©«8ij»^ : * s aB*n& >j * 
h z^m-rm^m mix. m 1 © u a > 
u*rfty»wi 11) t ^fia^scj:t)f^a*nfcu 
* b fts ffe©ts$B!Lass©o t»s sb 1 (Dmmmmmw 
w*©» 2 ©wwaasEB^ft^-rsaBt^ia! («*. 
(is 0i©jSfsa5i 12) fcft«a*.scifcftw»fc-r 

[0 0 8 4] WjRlfl 2 £Gtt©flHB*]a£EB(*H ffr«£ 

cj;!)f^«*nfeu^ g#g#©:^*;i^&ft 

[0085] mmn 6 iiiB®©tiifyaLa^si±s ft©* 
*BJflas««©«8y»9ft»B!i»^7 i -^i'i: bTiats-r 

5E**a 01©EEPROM1 3 4) t 
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01©?-a-tl3 2) t £?)§:{f;*ftfc 

u * b cfadftT^sasy***:* latest & t> ibk 

*nfc«8'J»^y— ©HS'JS^ ft Jtttf 5 ittfc 
*a @5CD^T')'7S2 0 7) tttt^a 

tJ:6JttR*S*t:»*BbT, Bff^ftix-^ ftfb©««ffli 

a»«t:ea-r*e»¥S hi ©ism 
7i-^13 8) fcft<i*.s£i:ftw»i:f*. 

[0 0 86] ifc&fi 8 CraR©ti»R£tiI£Bf£, U * b 

fe**SA»ftttffi-ra«ttE#a (01 at*. as©*? 1 * 

7S 2 05) ft*&Cfl>ASCl4:ftWeRJ:ra. 
[0 0 87] gft&JI 9 £|Btt©fiHUQi9£B& Jfc*# 

©©tt!U©!S*s y*h*©K«u»^a:^-raWM# 
;i/4>©s **fc-r «*8'J#9fc ^ 5 ^ft Winf sfWP^S 

(0113. (is i5C^?97S2 0 9) S^CKS: 

fcftwatfc-r*. 

[0088] HI (is *&W*mm bfcflHRffiSS'JXT' 
A©«fi£«?iJft?s-r0-C-fe 5 s 12 9 C?s bfc»^J:»Ji6-r 
S»»tttW-©«f9ftW-bT»!)> *©BMI§fc80M£ 

bs-tso ^©l)tJEjl«lc^3v^Ttt^ mm^y^ 1 1 oiis 

^IE^B©iiSiJS^-* s fB«o^ftfcU^ h (revocation 1 
ist: 'J^-i/3>'Mh) SfWtl) l J^-'>3 
> U ^ hftfiESP Hit U ifs>r-^ 3>VX hVP^ 
1 1 lfcJ;Df&«3ft&U#4r-S/3>'J;*rft7>r' 
^-1 1 3ft^bT^«1-5jiflg|5l 1 2i:K:«tt)«rit* 

[0 0 89] Us|«^-2/3>U^bf^J*fflJl 1 His m 
^©^Bt: * v ^ t SSI $ fix ^ 5 t»$fi©SM ifif&t bfc 
^-g-s -€-©^B©iKiJ#-^ (device_ID) ft^IE^B©d 
eviceJDfcbTffibfcU^h (WT. U^— «>a>U 

b (revocation list) i:Kr>"f"S) ftf^JSE"^"S 0 £ 
fes U ^^-^> a > >J ^ bffM 1 1 1 (is U ^^-i^ 
3>U^bft^bfct)©* s< Sa-fe>^ 1 1 0T*fc££ 
i:ft^-TS« (Wittfs SWIMreftE^fc^y^H 
*) i:«©#^SiJfts f^rii bfe U Xtr-is 3>'J7h 
tftAD-TSo ClC^^^^W^Jis U^-^>3>U^ 
b ftSOT*T3feS«fc:|3UTN ^© 'J ^^-^> 3 > U>s 
b A^IE^a© ©T- 5 © A»S A»©tftBE©RSts: ffl v ^ 6 n 
So iifSepi 1 2 (is Jf&iDf'f U^-^> 

3>y*rffrBam 1 icj;t)f^j«*nfc | jji«<r-'>3 

>'JXbfts T>^^1 1 3ft^bT3ili-T5o 35:*s 
d©^-f5>^(is OTittts l*flC-*©i£»i«fc* 
©t-*)iv^bs ^J^.(is *fcs flb©««*5»S#* t *r3 

[0090] 'sa-b i io *> fejasitdnfe u 
$/ 3 > ij b (is ma (i»M 1 2 o ft ^ bTs ftii©^e 

(V^*©a-&s ^-^SsMf^Sl 3 0) (I^tt^n 




S o 

[0091] f—p&imgimw. 1 3 o 1394^ 
71-7 1 3 8£:frbTi394A7s 1 n:i^^ntv\ 

•3 0 ^-i-i-l 3 2 lis T^t^I 3 ffS 
-te>* 1 1 0*?,ill 2 0£:frbT&{S£ft£V#^ 
— >3>'J7s hfcgMbs CPU1 3 3fcttWrfS«k'5fc: 
fcSiVCH*. CPU1 3 3 lis E0H1 3 6 ICfBlt^ftT^ 
S^D^5AtCe-3T*»©jO«*l^f U RAMI 3 7 
lis CPU1 3 3*^ficD5)LaS:||fT-r5±t*5V>TiejS 

* (HDD) 13 5(is ^-^^feiiT'D^^A^^^iB 
^*fe{iB^-r-5cii:* s T*§5J;at^$nTi , «So EE 
PR0M1 3 4li N £■©*&*- 7 &«IBttrS<&5©&S 

Sfcg^bTO-So 
[0 0 9 2]ft:fc\ DVD7> — ;1-V:M/=) >fcT 

lis hi ot^ufca^fcBWfc^n-rv^a. 
[0093] 1394^*^ 1 1 izmmznx^zgr 

mmziis -etl-?nC@#©^SU*^-T*fe5device_ID 
(Witts node_unique_ID) A s 4ie>^t^li. £fcs 
&tLWD*>%. 5*-*tt3£a«$« 1 3 0, DVD7>- 
•Vls yi-V^-;u^>tfa.-^ 2, SfettJHBSi^-f^ 

* 3 ttfflSlitr-^ 3 - i:#T* « 
3HB (WTs #C£tt&©3l«fcflI*fcK&J"r*«MJ 
tffc^*^ » £ft6©3*«*«WbTiS3«R* 
fcBBifi-rs) li> 1394^*1 1 £/rbT adC8Btt*n 
TV^SsB (J|<*l$£lis 4>%< JSCs 5 s -* ©e 
jL*£f?-^;fcffl^©^B) ©device_ID*«|B*nSil8'J» 
^5=— 7Vl/ (connected deviceJD table : JMTs CDTt; 
BSI3-T5) S\ Witts *ft*ttCrt»tr3EBPBQHrt 

(Witts 5*-*|fti&»I*«©»&N EEPR0M 13 4 
ft) ©Bf*©«W*K:ffl*bTV^a. S:*, §8f®o 

*>s ^-^cjswsfr-scfcff-csfc^Stitfck CDT£ 

[0 0 9 4] &j£gfgigBlis Witts H8*#JHVt 

aai-ssBiEioa (#>§is i*iw^©BBE«!ai-et«t 

V>) fcfr-SISfc:, ffi^»«©device_ID*A*b^ ^trft 
SCDTCttlfl-r 4 ii: -£bTs &5£§fI^B 
lis ffi3HMffldeviceJDSfl6Bbfc£ (-f&fr*>s tl^ 
ISBi s IE^&SfiT*;&3*>3*>£ffi^b;fem) s W^b 
5 i -*£<Hrt£fc#>©gt (Witts -bvi/aV*-* 

[0 0 9 5] 5 r -*»2l»S«E« 130lt 1 
lCSHRSftT^S£ft6©^»©device_ID*&tt 

&»^«B©cDTfc^£ftTv>s««*s ffi/g©* 

5, £©*-f*>**fck Witts -jlllBt-lHlffl.t-5 
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Ks ^^t.©T-$)oT*«tVNU £fcs Witts 13 

■5fcLT*»J:V>. *bT, 5=-*Sfc&§ffiS£Bl 3 0 
lis «5»fc-3feflWI*e«-i#©CDTt:SI8li-i-4 (Aft 

[00 9 6] EI 2 lis COT©«fi80|fcjj*-ria*C*ao - 
©W£:fcOTs lZJSnldlis 1394A* 1 1 & 

^LT^£ft"t^S|ltB©deviceJDi:, ^IE^B©d 
eviceJD (Utf-ir— *>a >V7s MifBSJVt^Sdevice 
_ID) T*$)S*>SA i S:^t"7 5^' (revocate 7 -5 **) t 
AMftW**i4 <t -5 fcfcSnTV^ *. ro«C*^T lis 
7 Y Is XI ^S3©device_IDA^r3idevice_IDCHs 7 

(xep) jWJnstiT^s (*««&, 75^ 
«*tfiiciasg*n^s) . -r&t>*>s - 

n ?>©device_ID A75Sdevice_IDC t^HS-r S^B«±> 

[0 0 9 7] ^-^Sl^SW^Bl 3 0 (*fcttflh©» 
Sffi^fi) lis 75^*»»W*nTVASdevice_ID (* 
&fc>t>s ^JE^m^nnB-t Z deviceJD) #, WKL7Y 
UX<Dnii&L\zWM$fi&£olz^ CDT£V— h-fSid 
£&3nT^£. Witts IH3tCjjVr.fc'5fc, 7K1/^ 
6 £4§ffl£tVO^deviceJDF tztifklr imtW^lE 

y#ttin*nfci:*». ^-^Ss^sfiSfii 30 ©cpu 

13 3l±s H-ifcjjVr.fcSfc:* 7YUX6lz®m$nx 
l>fedevice_IDFSs 7 K 4 1 1& 

{3s 7YVX4 t7 K 1/71 5 ^3^§^fl^^^TV^fcdevice_I 
D E ^deviceJD F &s *tl*tl7 b'U7>5 t7 \*\s*6 

[0 0 9 8] ^*3s CDTKtt, nfH (Witts 1 0 0 
flB) ©ISB (deviceJD 7 5 ^) fttMfl-rsctOSTf 
tS^Ch-TSo fe£bs *»S®««©^-6, ©S-b 
1 1 0*&SHfc*ft*y#$r-2'a>U* hftffil^ 
Ts *«E«©deviceJDSfcttCDTftffii-r6Ba«a 

(V^*©®-a•s ^-^JfcaMMJSai 3 0) ©CDTId 
lis nflSW.±©deviceJDfc 7 5 ^iftjifl-r 5 t A S "C 
^S*>©^-TSo ClClT-s d©CDT©7* Kl^TsA^Tffi 
ffl^ft-O^tMiC&^Ts «ffcfcCDTtttW-r'**J« 
g^^bfciS^s CDTPfffls 7 5^#f«ttP*iXTV^ft 
uSICDo^ — »*V^*»©A«ifi5fe*fU ^fe7b'l/ 

^ c«f mom a «M6M $ . 

[0 0 9 9] Witts V*3U 1 0 0<l©llg^^«ft-rs 
Z.£1fiHiiZ><Srt1fi&*)* ^(D7Y\y7.mm.7YV7, 

losT-iis y^yifimnztiT^zmBifis *i^*)© 

#£II£fefd£ftT:fct)s *fcs *©7l«U^117J5 
7YU7.1 0 OST-iis 7 7^#ttin£ftT^&OlIB 
*^s *V>t)©A i ?>jlIt^^nTl^i)*)©i:-r?)o Wi 
tts £©CDT£#1-£SB#s 7 ; -*©{5ji**]«>-rfT 
offl^«B©deviceJDSA^bs cn&ff/f&liafc 
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g©5*>> -#£^4>©T?ft^ ^b'l^l lOSB* 
**U 1 2 75S7'FU^ 1 0 OCISIfiSnT 

9£&ffr*-£) o ^btx mCit)^fc7h' 

[0 10 0] *fc, 011*. t& £©CDT*SroS«i* *f 

fc&y#4r— *>3>y;* bfcgttmtK ^©* ©device 
_ID*CDTt«MA-rs*^ 7-KU^l l©iia4^*b 
t\ ^IC, UTjf-Jr— ->3>U^ b©device_ID£\ 7 

[0 10 1] ££>£s dOCDW, 7^#tti&D£ftT 

i)#tr—isa>VX b©device_IDTftSi:^ CDTO* 

ea6*«I«>TtT-3&ffl*«E«©dfivice_IDTffeSi:S, 
*ni±CDTt»lft b&Oo 
[0 10 2] JfcCs H5©7D-ft-ht#«l/T, 

2 o i c&m,^ es-fe 1 1 o © 'J ^ a 

jjfcglJl 1 ltt, 5FIE»«©device_ID*5*UfcUJi*<r— 

ttlm-rZo Xfs»7S 2 0 3T\ i^YSSB 1 1 2H\ HfJfe 
©* ^ 5 >^T\ U #y—> 3 1 1 1 fc J; D fls 

/#£ftfcy#'!r-'>3>y;* b£\ 7>rtl 13^ 

[0 10 3] €bt, ^t^v^S 2 0 4C:fclvt\ t*— 
#Sti£§fi2£B 1 3 0 (D^^-i- 1 3 2 tt, »I12 0 

1 3 1 4^tTSit5. CPU1 3 3(±v 7r5»/S2 

0 5t;::fc^Ts SteL-fcysWr— '>3>'J* b#, jES 

3>'J* hCfcttnSJvCVSSJ&J^ »fe>* 1 1 0 
©*)©T-&.5A>£:t&!E-rs. «t*5s £©*&liE4!UIC:fct,> 

fc^f 2 ££■©.& fcttBf -5 £ A J T* £ 3 *> © 

>u^h*«3Eaa:*»©T?tta:^ (-r&fct^ »s#wi 

t^ll 0©$©-?tt&tO fc*l£;£ftfe»£s CPU 

1 3 3tt N JX7^7*S 2 0 6 CfcM^T 2/3 >U 

7rv^S 2 0 5H*JV>Ts Ustf-ir— ^3>U^h 
#IE^&&©T-ft£ ("Tfcfc-fcs w£#<ga-fe>* 1 1 
0©*>©T*ft5) h*££nfei§-&> Xr'V^S207 

t Jt*, cpu i 3 3 tt, y 3 > y ;* b 

tLTl>5 ; =FiE^B©device_IDi:, CDTcfOdeviceJDi: 
SJWR-fS. CPU1 3 3 tts T^yT'S 2 0 8£;fcO 



ts CDTcf{3s 'JtK^t— i/a>y^ bfcIB£*lTV>5dev 

1 ceJD i: f 4 devi ce_I D 1fi&&t 5 S *» * *J/£ 
U »&1-6deviceJDttCDT*fc#£Lfc^fc4^Ufc 

[0 1 0 5] 2 0 8C:J3VvCn S' 3 

> >J * b Kf3£ ftT deviceJD h-^Slt* £ device_ID 

*Ha)T+t#aErs tSKtsnfc*^ *y >^s2o 

9£M«frs CPU1 3 3 8\ CDTif©*foE1"3device_IDK 
7 5^*W-iD-r4. IftV^Xs CPU1 3 3& JXt^T'S 

2 1 0 tiS^X 1394-T >*7x-;* 1 3 8£$iJ#Pb 
Ts CDT4>©> 7 7^jW;bn£ftTV^.5device_ID£> U 
■$>r-i/a>VXb£tb^ 1394-^*1 IZlfLXm 

«t*nTv^4flb©ssafiss«caaB-r5« 

[0106] ^f-y7S211 fc*^ 

T* ^-^StiaSSaBSEBl 3 0©7 5y*«fWn#nfcde 
vice_ID^'J#'!r-i'3>y^ h*g§U Z?-y7S 

2 1 2 vc» sis bfe y #<!r— > 3 > * b tittM 

!fc*©T?»6*>S*»**l*-rS. 7r^7S2 1 2 
ivts y^^r-^>3>y^ bttIE^*t©T'tt^l^ (f 

w^ea-tv* 1 1 o©*,©T"(±^v^) tm 

[0 1 0 7] T.J-vfS 2 1 2t^5^^T^ U^-!r— i^a 

>y*h#iESfc*©T?asfci|sj£3n&»^ ^^>> 
s/3 >y h bx. ^n^n©cDT©i*ig=£Sff 

[0108] ei±©«Hlt ck 5 , 1394/^ 1 1 

nTV>S^T©3HS:ffSa©CDTASs 1 1 0 

t «t 5f^«*nfc y it>r-^ 3> y ^ b b-tH«f 

[0 10 9] *fc N J£l±ft^*Afc±^ H7fc#JHb 
Ts «Atf, »5WiSElBkbT©DVDyu— Vlt»b 

Ts /»t-v^-;i/=i>t:j-— ^2*^,5 ; -^©e3l©S* 

A 5 ifeofe®^©, DVD^U—VlCjJKiftBiWJ-a. * 
■fx 7rfrS3 0 ltUV^ DVD^l/— Vltt, ^ 

-v^;u3>t:j.— ^ 2 toM^siiOiyi (fJ^-fis 0 

8*fflV>T^jili) **frr*. Cinti?), DVDZ/V- 
liis yt-V^-;un>t!i— ^ 2©device_ID£A^ 
?2>ZtlZt£Zo ^^f^SS 0 2t*JV>Ts ^-V^" 
;i/3>tfi— # 2©device_ID* s s i^-g#©CDTPf'-e7 

ns si— V^-;i/3>bTi— ^ 2©device_ID^ CDTffT- 

7 5 yawin * nr * * ©t? ft s i: jris * nfe*-&s 

^ff^S 3 0 3t*^ DVD 7*1/—^ 1 fi> ^-V 
^-;i/3>Ka-^2ft^iESE«TfftSi:U iSLa^^T 

[0 110] 7>^>V7'S 3 0 2K;fcUTx 
>tfj.— ^ 2©device_IDii, CDTtf "C^^^ftiD* n 
TV>5fe©T-tt^v>i:*M^nfe«^ 7f';7'S3 0 




So ©Ms XrvyS 3 0 5t*5VNTs DVD7"l/— V 

lii, yi-v^-;io>t?i-* 2#, #T#l©i£ttT-fts 

$g«T*ftS) h«£bfc*§llN fflaSriiSlT-rSo 
[0 111] ^^^7"S3 0 5£&V>T, ^— 
>tfi-* 2#«r*a©SfiT'ftS (f&fc>*>, *]#>T15 

7"S3 0 6tit^ DVD^l/— V 1 (±, ^-V^n^ 
£ j.-* 2©device_ID£CDTf::jii[]-rSo dtlCt 
^-^Sfc&SfKSR 1 3 Oiis DVD:?b— V l©CDT£F./r 
*©*-< i= >^T-^ffibfci:§fe 1394^^1 1 Cff 

-*2) ©deviceJDfcA^-rSCl^T-iSS©-?, 

fcf, RtSttm^&U^-i/a^ij^ net »k CO 

bfea^ 1394^^1 uzmm$tiT^z&m&m%iW: 

(yi-v±;wn>tri-^ 2£Bfc<) f;:;i*i£*q£>-t»-S 

[0112] w±(D«td{cbT> &xk&mmw&, mm 
$bt, *§^e*^iE&^eT-ftsfrgfr£«-rs 

#f£So 

[0 1 1 3] E18(i> El 7 ©^y^ S3 0 1 T*HfT^ 

ftsg?j£©^0>j£^-r*--i' ^ >^t-bT-$?i. c 

©Wc&^TJis V— * t LX(DWD7U— Y 1 ©EEPRO 
M2 7Cfcfc, tf^#- (service_key) iihashKSf 

(F, G, H) As^fcfBB^tlTV^o — 5^ 
bT©/^— V^-;b3>t:j.— ^ 2li^ -€©device_ID (I 
D) ^ 7-f-b>^dr- (license_key) , *5<fcU\ hashW 
IS (G, H) £ s EEPR0M5 OCIBSgffillfiMtbTOSo 
1 1 lCfcWt, ;<-V^3>ta 
-*2l£, a»Nbft^riW-4. f It, 7r>^Sl 

1 2CiV^T, 1394-T >^7i-^4 QSfBMH/Ts £ 
j«bfcil*Nbi:fc*CKttS:ftftl394M;x 1 1 ft^U 
TDVDTV— ¥ l Cj&flrrs. 

[0 114] DVD:/U— Vlfcfc, 1 1 3t* 

OT> C©BSES*ta»Nbftg©-r4. &£DVD:/ 
- Vl&> 7r^7Sl 14t*5l^T^ V^;i/3 
2 t*tbT-e©device_ID^SAt<f So ^~ 
v^-;un>t:i— * 2 (is ^^-^rs 1 1 5t^MT, 
device_ID©g#£g{HU ^©*f/S2:bT> XtV? 
S 1 1 6fc43iv*\ EEPR0M5 0 fcfB^ftT^Sdevice 

_iD&is*au -fnsDVD^u— cayrr*. cm 
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©deviceJDS d h* s T-§ So 

[0 115] DVD:7V — V lfct, ^xf^S 1 1 7t* 
V>Ts rt— V-)-)V3y\ZzL— $ 2frhffig £ftfcdevice 
_IDfcg®U 7r^/S 1 1 8fc:fe^T, ^Xir<t 
iet, -fr-***- (Kser) * M ^"TS hash MIS F 

fS. keyedhashA 1 (A 2 , A3) fcfc, A 2* 

mtt ShashM&A 1 C, A 3 £®ffl-rs;ii:£^bT 
V^So 

Kv=keyedhashF (Kser, ID) 
[0 116] JfeCs DVDru— V 1 {±, *t^:/S 1 1 
9X\ SURNaS£f*U 1 2 0T\ ft»N 

n>tr^-^ 2li, 7r!»7S 1 2 lT*SU&Na£g{§ 
U J^yr/S 1 2 2£;fcvvts itoSCSVf .fc-5 fc> v 
-f -feV^^r— Klic^glt-rshashHISHte SL&Nai: 

SL^Nb^ja^bfc^-^ (NaiiNb) «ra -rac^c 
«tt)s ^-^rs^-ts. 

R=keyedhashH (Klic, Na||Nb) 
[0 117] -£bT, V^-;i/=»>t:i— ^ 2 fcfc* X 
t^ZT'S 1 2 3H^)V^T> ^bfe^-^R^DVD^U 
—- Y 1 tr^S-TSo DVD7"U— Y 1 «U ^T^fT'S 1 2 
4T% ^-^R&SWU 1 2 5{^*V^T^ 

^t-^S 1 1 8X'£.f&£tltz ; r—*Kv*mbi-%hdisli 

mmmzm^y : -'S' (NaiiNb) *»6bT»6n&ffl[ 

[0 118]^r»^12 5 t43V^T^ W#A J ^b < ft 

—9 2{i^igIE*fe©i:*J^^ns) o — 

12 5t:^T, il#A s ^FbOi:2iaj«^tlfe«-&> 

•^si26 tas*k dvd^u-^ i (± % »ack:^-r«t 

it, ^-^Kvftfcfc-i-ahashHftGfcattf*-* (Na 
II Nb) ^SM-rSi^CiO, ttKabft^ft-TS. 

Kab=keyedhashG (Kv, Na||Nb) 
[0 119] ft*\ d©HKab(±, DVD^l/— V 1 hv^- 
V^3>Ka-* 2 ©KJ-C— BSttCE^ fetliHTf ft 
So ^Jx.tf> V-^i:bT©DVD7'V— VIC, 

«ii3*«»«*nTv^»^s dvd^u— vikyeatsi 

fiE^tlS^htftS. 
[0 12 0] 77f/S 1 2 7H*V^T^ DVD 7" 

U 7r!'7 r S12 8C*V^, liKab*ffl^^TSiKc$: 
Bg^bbT, Bg^{b^-^ (Bt^bH) X££/£-rs. 
■fft^*., «SC*«8l»*nS. ft*\ Enc (Bl, B 
2) tt, Bl&Hi;bT, B 2 4Bt^b-rSCli:^^b 
TV^So 

X=Enc (Kab, Kc) 
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[0 12 1] €bt, DVD7V— f ltt N Z^v7S 1 
* 2fcrj£{rrS„ X^yT'S 1 3 OUfc'Wtx 

jvay^j.-^ 2(i. DVDyv— ^lA^jifi^ntBt 

tfbf-^X?&§(m ^T'XT'S 1 3 IT, -7-f-fe> 
^*-Klicft«fc-rsha8hH»Gt N iffl^-* (Na|| 
Nb) »ab&^fi£-T5. Thfefc) 

*k 8BS#«*Sfta. 
K' ab=keyedhashG (Klic, Na II Nb) 

[0 12 2] Lis ^ri»7S 13 1 fc^Ts 
V^-;u=i>t:aL-^ 2{±, ^tb^-Tctd^ HK'ab 
SAIOTt 1 — ^X^bt, »c£f#3<> Dec 

(CI, C2) fct, Cl^lt, C2S«-fTi>3 
i:£^bT03o 
Kc=Dec (K'ab, X) 

[0 12 3] £ftCfc!), Witt* >>>*£bT©$£B 

[0 124] -£bT> DVDyu— V1CD77'— Ar>iT 
2 Ofct, X^v7S 1 2 1£*51">T, SU&N' a££fiJc 
U Xt^XS 1 3 3K*Wt, ftRH*a*-M-y*\n/ 
2 tjUfg-TSo ;^-Vt;i/3>ta- * 2 
ffl7-f-lr^Y^t6 2tt, X^yT/S 1 3 4T\ 
SLWa^^g-TSo ^bt\ DVD:7V— ¥ 
^iT2 o h^— v^-;un>tfi— £ 2©5>f -feV^V 
|-^V6 2li, -^ft-^ft, ;^>y:7*S 1 3 5 t;*^ 
1 3 6£*^T, MKchft&N'afcffl^TifciSfcai 
ff-rscttJ;t), *>3>3f- sk£f#S„ 

sk=keyedhashH (Kc, N'a) 

[0 12 5] &:fc\ -fef>3>3r-£^H-r3±§£\ V 
-Xfcfc, £rfc&SU&££fifcbT, ^>*£&3:£T©gi 

[0 12 6] t'5T% WlfflilT-li, &2t§«3£fi 

1130 «\ g{f bfc V ■ft+r-Z' r>*#aswB 

© 2 -3 e> ft 5 o 

(i) <ga-fe>^iio*^ ij^->3>u^hs 

li^Bi 3 o^o^ga^gtffittu ^-*s«£ 

SffSBl 3 OfCDfiSIli, < ga-b>^ 1 1 0fr£ 

v>?)ft!i©jigfs^Bt:fES-rs .to t^-^o 

( 2 ) x-^St&gftlSB 1 3 0 f©fI81l±, 5* 



J/3>'J7 h©4>fr£g7}©CDTC#£ftT^-5gB#£ 
aiDUlU §7>©*y hy-^ffl^'J^-ir— «>3 

[0127] &*,\ ±iB©#fltfflJi^^^fT-rsrny 

7iSf;tt l J^->3> l J^H±, ter-f^^, CD 
-R0M^©{S&J«{*£:fr- Lta-lf Cfttfc bfc t) N * f h 

7-^^©f5^*Sr^bT^-— yca«u iBSCfc 

[0 12 8] 

W±©«K> Bf *IS 1 tlB«s©t»fB«LS 
fcKWDftflHittt: ±fttt% ftb©tSISMa^B© -5 *> , 

iN$scfitg bT*j < ^§miB* s sM^nfcS 1 ©tsia 

Mgg©»J#^* s 6B£ftfc 'J X b Sffo* u fft** 
ftfc 'J X h ^5!LS^B©o t., ^ 1 ©tff«; 

SLSMW*©8 2 ©tf^oa^B^titt-r £ cto C b& 
©T\ ^S^ < gbT*3<^§t»$H* j mSbfe^B© 
device_ID£\ ffe©SBC»]£>-ea CI i:A 5 T*^ 5. 

[0129] it 6 ti3«©tf $Bsa ^ asB^ nr^fl 1 

3 {cIBtcCtf^H^Oa^^s 1 4 £f2f«©it 

ffe©i»iBffia^B©iffi§o#^*^'J# 

{5jS-rS«to(rbfc©T% it«FllC«ebT*<^&« 

fR* s BMbfc^B£*fb-^ ^-^©e^&ff^^Oct 

[0130] it^ia i 5 tiB«©tsis«ta^x^ a, n 
1 6 tztsMtom mmmjsm, 7 era 

t lt* < ^gffimftmMantzm 3 ©t»^iasB© 
mm^ * ^ b fc u x b b, fts a 3 ft fc u * b * 

^Wft^UT^*ftTV^«»3®««l!yiSs«©«9I 
»^ft«g"J#^-^;i/i:LrE«U lis 1 ©ttSSMS 
^B*»e>fll«^ftfe U X h ^Sff b, g«£ftfc 

S^h*it«ib^ *©IU«3*fc:flJiSUT, ^3©m« 

«aa^at:Bt^b^-^^fes-rs«t5tbfc©-r% © 

-^©e^l*ff^O«t-5tU <t!9$^:14&EI5Cfc 
[0H©^**l5iBJ] 

[h 1 ] *sm*mm ^mm^^T-uamwm^t 



m 
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[02] CDT©flf £ jjVTBrc & £ . 

[@3] 02 CDCDTK*fS®device_IDA«iaiin$nfea? 

[04] CDT©Th*lx^*V-h-r?)i!La<&l5iB^-rS0 

[05] miv>m$Bi%mi<'Z : Tk(Dwm*wim?zyv 

[06] H5t«<Bn?»S. 

[07] DVD7"U— V- 10ilSililt57D-ft- 
[08] 07©^r>v7'S3O lCgKiO&S&IJ&HJH'a 

[0 9 ] fi£*©flWBiE15'*x A<DflWl«**-f v 

^0tr$>So 

[010] 08©DVD7V— yt-v^-;i/rj>lfi 

^-r^a^^0T*fes. 

[011] BSEdaa*ttW-r4BIT»S. 

[012] BnuuiftKw-rs^'f 

S o 

[013] node_unique_ID©7*— v<> hS^tlHT'fc 



[014] ft©BE«!fl!ftBiwra^'f 5 v^f-v-h 
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